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DETAILED ACTION 
Response to Arguments 

1. Applicant's arguments with respect to claims 1, 4-10, 12-15, 17-19, 22-24, 26-35, 
38, 61, and 84 have been considered but are moot in view of the new ground(s) of 
rejection. 

2. The applicant argued in substance the newly added limitations of claims 1 , 4, and 
12-14. However, the new grounds teach these and the added features. See rejections 
below. 

Claim Rejections - 35 USC § 103 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

4. Claim 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Petersen 
(2002/0103907) and Staheli et al. (5,537,533). 

5. As per claim 1 , Petersen teaches a data management method using a network 
system which includes a server, a client terminal and a plurality of data servers (see 
Petersen, H 60), comprising: a reception step of making the server receive a user's data 
storage request and data to be stored from the client terminal; a select step of making 
the server automatically select data servers for storing the data from the plurality of data 
servers (see Petersen, H 67), the selected data servers being different from each other 
and including at least a first data server and a second data server (see Petersen, H 60), 
said first data server being located in an area which is different from an area of user's 
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address registered by the user of the client terminal (see Petersen, H 17); and a storage 
step of making the server send the data to the selected data servers, and store the data 
in the selected data servers (see Petersen, H 69). But fails to teach said second data 
server being located in an area with a disaster rate of occurrence equal to or smaller 
than a predetermined threshold. However, Staheli et al. teaches said second data 
server being located in an area with a disaster rate of occurrence equal to or smaller 
than a predetermined threshold (see Staheli et al., col. 1, lines 47-56 and col. 14, lines 
54-62: wherein the limitation, "a disaster rate of occurrence equal to or smaller than a 
predetermined threshold" can be interpreted broadly to mean a server that is a safe 
distance away from the client. This is disclosed by Staheli et al.). It would have been 
obvious to one having ordinary skill in the art at the time of the invention to modify 
Petersen to said second data server being located in an area with a disaster rate of 
occurrence equal to or smaller than a predetermined threshold in order to protect 
mission-critical data in a client-server computer network as part of a business recovery 
plan, and to remotely mirror data such that a substantially concurrent copy of the critical 
data stored on a primary network server is also continuously available on a replacement 
network server which is located at a safe distance from the primary network server (see 
Staheli et al., col. 1, lines 8-15). 

6. Claim 4 is rejected under 35 U.S.C. 103(a) as being unpatentable over Petersen 
and Staheli et al. as applied to claim 1 above, and further in view of Day et al. 
(2002/0095487) and Satomi et al. (6,347,384). Petersen and Staheli et al. teach the 
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mentioned limitations of claim 1 above and furthermore Staheli et al. teaches a disaster 
rate of occurrence equal to or smaller than a predetermined threshold (see Staheli et 
al., col. 1 , lines 47-56 and col. 14, lines 54-62) but fail to teach a method further 
comprising: a step of making the server acquire disaster information from a disaster 
information database that provides disaster information, and search for the area with a 
disaster rate of occurrence on the basis of the acquired disaster information for 
selecting the server in the select step. However, Satomi et al. teaches a method further 
comprising: a step of making the server acquire disaster information from a disaster 
information database that provides disaster information (see Satomi et al., column 2, 
lines 28-50). And Day et al. teaches search for a server for selecting the server in the 
select step (see Day et al., H 54). It would have been obvious to one having ordinary 
skill in the art at the time of the invention to combine searching for a server with 
searching for the area with a disaster rate of occurrence on the basis of the acquired 
disaster information since Day et al. teaches searching for a server and Shannon 
teaches a data server located in an area with a disaster rate of occurrence. 
Furthermore, it would have been obvious to one having ordinary skill in the art at the 
time of the invention to modify Petersen and Staheli et al. to a method further 
comprising: a step of making the server acquire disaster information from a disaster 
information database that provides disaster information, and search for the area with a 
disaster rate of occurrence on the basis of the acquired disaster information for 
selecting the server in the select step in order to provide a system that is capable of 
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rapidly and effectively making and carrying out a plan for dealing with a disaster when it 
occurs (see Satomi et al., col. 1 , lines 45-48). 

7. Claims 7 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Petersen and Staheli et al. as applied to claim 1 above, and further in view of and 
Satomi et al. 

8. As per claims 7 and 9, the above-mentioned motivation of claim 4 applies fully in 
order to combine Petersen, Staheli et al., and Satomi et al. 

9. As per claim 7, Petersen, Staheli et al., and Satomi et al. teach a method further 
comprising: a step of making the server send to the client terminal addresses of the 
data servers that store the data (see Satomi et al., column 2, lines 51-62). 

10. As per claim 9, Petersen, Staheli et al., and Satomi et al. teach a method wherein 
information of the user's address is pre-stored in the server (see Satomi et al., column 
2, lines 51-62 and column 5, lines 14-39). 

1 1 . Claims 5 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Petersen and Staheli et al. as applied to claim 1 above, and further in view of Beeler, Jr. 
(5,189,020). 

12. As per claim 5, Petersen and Staheli et al. teach the mentioned limitations of 
claim 1 above but fail to teach a method further comprising: a step of making the server 
encrypt the data, and wherein the storage step includes the step of: making the server 
send the data encrypted by different methods to the respective data servers, and store 
the data in the data servers. However, Beeler, Jr. teaches a method further comprising: 
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a step of making the server encrypt the data, and wherein the storage step includes the 
step of: making the server send the data encrypted by different methods to the 
respective data servers, and store the data in the data servers (see Beeler, Jr., column 
17, lines 10-21). It would have been obvious to one having ordinary skill in the art at the 
time of the invention to modify Petersen and Staheli et al. to a method further 
comprising: a step of making the server encrypt the data, and wherein the storage step 
includes the step of: making the server send the data encrypted by different methods to 
the respective data servers, and store the data in the data servers in order to prevent 
replicated data from being intercepted and compromised (see Beeler, Jr., col. 7, lines 
34-41). 

1 3. As per claim 6, the above-mentioned motivation of claim 5 applies fully in order to 
combine Petersen, Staheli et al., and Beeler, Jr. 

14. As per claim 6, Beeler, Jr., Petersen, and Staheli et al. teach the step of making 
the server periodically acquire the encrypted data from the data servers (see Beeler, Jr., 
column 17, lines 10-21); the step of making the server decrypt the acquired data; and 
the step of making the server compare the decrypted data (see Beeler, Jr., column 18, 
lines 7-19). 

15. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Petersen, Staheli et al., and Beeler, Jr. as applied to claims 1 and 5 above, and further 
in view of Satomi et al. and Bowman-Amuah (6,289,382). Petersen, Staheli et al., and 
Beeler Jr. teaches the mentioned limitations of the above claims but fails to teach a step 
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of making the server send to the client terminal addresses of the data servers that store 
the data, and a key used to decrypt the encrypted data. Satomi et al. teaches the step 
of making the server send to the client terminal addresses of the data servers that store 
the data (see Satomi et al., column 2, lines 51-62). And Bowman-Amuah teaches a key 
used to decrypt the encrypted data (Bowman-Amuah, column 79, lines 39-41). It would 
have been obvious to one having ordinary skill in the art at the time of the invention to 
modify the above claim to add the step of making the server send to the client terminal 
addresses of the data servers that store the data in order to meet the predefined priority 
of communication networks over which to reach a desired server. And a key used to 
decrypt the encrypted data in order to prevent unauthorized interception of data. 

16. Claims 15, 17-19, 23-28, and 33-35 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Beeler, Jr., Petersen, Staheli et al., and Byrd et al. (6,069,941). 

17. As per claims 15, Petersen and Staheli et al. teach the mentioned limitations of 
claim 12 above, but fail to teach a server, wherein said select means automatically 
selects the data server based on the user's service subscription qualification level. 
However, Byrd et al. teaches a server, wherein said select means automatically selects 
the data server based on the user's service subscription qualification level (see Byrd et 
al., col. 5, lines 26-52). It would have been obvious to one having ordinary skill in the art 
at the time of the invention to modify Petersen and Staheli et al. to a server, wherein 
said select means automatically selects the data server based on the user's service 
subscription qualification level in order to connect a qualified subscriber to services 
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while monitoring the amount of service being supplied (see Byrd et al., col. 2, lines 19- 
35). 

18. As per claim 17, Petersen, Staheli et al., and Byrd et al. teach the mentioned 
limitations of claims 12 and 15 above but fail to teach wherein said sending means 
encrypts the data using an encryption method corresponding to the data servers 
selected by said select means. Beeler, Jr. however teaches wherein said sending 
means encrypts the data using an encryption method corresponding to the data servers 
selected by said select means (see Beeler, Jr., column 17, lines 10-21). It would have 
been obvious to one having ordinary skill in the art at the time of the invention to modify 
the above claim to add wherein said sending means encrypts the data using an 
encryption method corresponding to the data servers selected by said select means in 
order to prevent replicated data from being intercepted and compromised. 

19. As per claim 18, Petersen, Staheli et al., and Byrd et al. teach the mentioned 
limitations of claims 12 and 15 above but Beeler, Jr., Petersen, and Staheli et al. fail to 
teach wherein the service subscription qualification level is determined based on a 
subscription fee for a service. Byrd et al. however teaches wherein the service 
subscription qualification level is determined based on a subscription fee for a service 
(see Byrd et al., column 2, lines 59-65). It would have been obvious to one having 
ordinary skill in the art at the time of the invention to modify the above claim to add 
wherein the service subscription qualification level is determined based on a 
subscription fee for a service in order to monitor the amount of service being supplied to 
a subscriber. 
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20. As per claim 19, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but Beeler, Jr., Petersen, and Staheli 
et al. fail to teach wherein the service subscription qualification level is determined 
based on a service subscription term. Byrd et al. however teaches the service 
subscription qualification level is determined based on a service subscription term (see 
Byrd et al., column 2, lines 59-65). It would have been obvious to one having ordinary 
skill in the art at the time of the invention to modify the above claim to add the service 
subscription qualification level is determined based on a service subscription term in 
order to monitor the amount of service being supplied to a subscriber. 
21 As per claim 23, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but Beeler, Jr., Petersen, and Staheli 
et al. fail to teach wherein when the user's service subscription qualification level has 
changed, said select means re-selects the data servers, and said sending means sends 
the data again to the at least one data server re-selected by said select means. Byrd et 
al. however teaches wherein when the user's service subscription qualification level has 
changed, said select means re-selects the data server, (see Byrd et al., column 4, lines 
27-48), and said sending means sends the data again to the data servers re-selected by 
said select means (see Byrd et al., column 4, lines 49-58). It would have been obvious 
to one having ordinary skill in the art at the time of the invention to modify the above 
claim to add wherein when the user's service subscription qualification level has 
changed, said select means re-selects the servers, and said sending means sends the 
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data again to the data servers re-selected by said select means in order to qualify the 
subscriber in accordance with the subscriber's telephone number. 

22. As per claim 24, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but Beeler, Jr., Petersen, and Staheli 
et al. fail to teach wherein said select means re-selects the data servers in accordance 
with a change in disaster information, and said sending means sends the data request 
again to the data servers re-selected by said select means. Byrd et al. however teaches 
wherein said select means re-selects the data servers in accordance with a change in 
disaster information, (see Byrd et al., column 4, lines 27-48), and said sending means 
sends the data again to the data servers re-selected by said select means (see Byrd et 
al., column 4, lines 49-58). It would have been obvious to one having ordinary skill in the 
art at the time of the invention to modify the above claim to add wherein said select 
means re-selects the data servers in accordance with a change in disaster information, 
and said sending means sends the data again to the data servers re-selected by said 
select means in order to qualify the subscriber in accordance with the subscriber's 
telephone number. 

23. As per claim 26, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but Byrd etal., Petersen, and Staheli 
et al. fail to teach checking means for checking authenticity of the data stored in the 
data server. Beeler, Jr. however teaches checking means for checking authenticity of 
the data stored in the data server (see Beeler, Jr., column 17, lines 9-21: wherein 
compression and encryption serves the function of authenticity). It would have been 
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obvious to one having ordinary skill in the art at the time of the invention to modify the 
above claim to add checking means for checking authenticity of the data stored in the 
data server in order to prevent replicated data from being intercepted and compromised. 

24. As per claim 27, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15 and 26 above but Byrd et al., Petersen, and 
Staheli et al. fail to teach wherein said checking means checks authenticity by 
comparing data which are associated with an identical storage request and are stored in 
the data servers. Beeler, Jr. however teaches wherein said checking means checks 
authenticity by comparing data which are associated with an identical storage request 
and are stored in the data servers (see Beeler, Jr., column 18, lines 7-19). It would have 
been obvious to one having ordinary skill in the art at the time of the invention to modify 
the above claim to add wherein said checking means checks authenticity by comparing 
data which are associated with an identical storage request and are stored in the data 
servers in order to prevent replicated data from being intercepted and compromised. 

25. As per claim 28, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15, and 26 above but Petersen, Staheli et al., and 
Byrd et al. fail to teach wherein said checking means checks if data becomes fraudulent 
due to a memory medium. Beeler, Jr. however teaches wherein said checking means 
checks if data becomes fraudulent due to a memory medium (see Beeler, Jr., column 7, 
lines 34-41 : wherein replication data is transmitted through a memory medium). It would 
have been obvious to one having ordinary skill in the art at the time of the invention to 
modify the above claim to add wherein said checking means checks if data becomes 
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fraudulent due to a memory medium in order to prevent replicated data from being 
intercepted and compromised. 

26. As per claim 33, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but Petersen, Staheli et al., and Byrd 
et al. fail to teach notify means for sending at least various storage condition data 
associated with a data storage process to a client terminal that issued the storage 
request. Beeler, Jr. however teaches notify means for sending at least various storage 
condition data associated with a data storage process to a client terminal that issued the 
storage request (see Beeler, Jr., column 10, lines 20-31: wherein broadcasting a 
message serves the function of notify means). It would have been obvious to one 
having ordinary skill in the art at the time of the invention to modify the above claim to 
add notify means for sending at least various storage condition data associated with a 
data storage process to a client terminal that issued the storage request in order to 
determine if the node is configured as a target server. 

27. As per claim 34, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15 and 33 above but Petersen, Staheli et al., and 
Byrd et al. fail to teach wherein said notify means sends encryption algorithm and key 
data in addition to storage location data of the data associated with the storage request 
as the storage condition data. Beeler, Jr. however teaches wherein said notify means 
sends encryption algorithm and key data in addition to storage location data of the data 
associated with the storage request as the storage condition data (see Beeler, Jr., 
column 17, lines 9-21). It would have been obvious to one having ordinary skill in the art 
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at the time of the invention to modify the above claim to add wherein said notify means 
sends encryption algorithm and key data in addition to storage location data of the data 
associated with the storage request as the storage condition data in order to replicate 
the operation described in each packet to the local storage media on target server and 
restore data to source server when necessary. 

28. As per claim 35, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15, and 33 above but Byrd et al., Petersen, and 
Staheli et al. fail to teach wherein the client device includes storage means for storing at 
least the storage condition data sent from said notify means. Beeler, Jr. however 
teaches wherein the client device includes storage means for storing at least the 
storage condition data sent from said notify means (see Beeler, Jr., column 10, line 65- 
cqlumn 1 1 , line 1 0). It would have been obvious to one having ordinary skill in the art at 
the time of the invention to modify the above claim to add wherein the client device 
includes storage means for storing at least the storage condition data sent from said 
notify means in order to replicate the operation described in each packet to the local 
storage media on target server and restore data to source server when necessary. 

29. Claim 22 is rejected under 35 U.S.C. 103(a) as being unpatentable over Beeler, 
Jr., Petersen, Staheli et al., Byrd et al., and Weinman, Jr. (2001/0047412). Beeler, Jr., 
Petersen, Staheli et al., and Byrd et al. teach the mentioned limitations of claims 12 and 
15 above and furthermore Byrd et al. teaches servers corresponding to the service 
subscription qualification level of the user who issued the storage request (see Byrd et 
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al., col. 5, lines 26-52). But Beeler, Jr., Byrd et al., Petersen, and Staheli et al. fail to 
teach wherein said select means selects a data server with a lowest suffering risk from 
the plurality of data servers and a server with a lowest suffering risk of the data servers 
in a different area from the area of user's address registered by the user who issued the 
storage request. However Weinman, Jr. teaches wherein said select means selects a 
data server with a lowest suffering risk from the plurality of data servers (see Weinman, 
Jr., H 24) and a server with a lowest suffering risk of the data servers in a different area 
from the area of user's address registered by the user who issued the storage request 
(see Weinman, Jr., H 43). It would have been obvious to one having ordinary skill in the 
art at the time of the invention to modify Beeler, Jr., Petersen, and Staheli et al., and 
Byrd et al. to wherein said select means selects a data server with a lowest suffering 
risk from the plurality of data servers and a server with a lowest suffering risk of the data 
servers in a different area from the area of user's address registered by the user who 
issued the storage request in order to mirror and relay computer data to improve 
continuity of data by maximizing the distance between two copies of the data in 
synchronous mode, zero data loss environments (see Weinman, Jr., abstract). 

30. Claims 29-32 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Beeler, Jr., Petersen, Staheli et al., and Byrd et al. as applied to claims 12, 15, and 26 
above, and further in view of Bowman-Amuah (6,289,382). 

31. As per claim 29, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15, and 26 above but fail to teach wherein said 
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checking means checks if data becomes fraudulent due to.tampering of data. Bowman- 
Amuah however teaches wherein said checking means checks if data becomes 
fraudulent due to tampering of data (column 128, line 62-column 129, line 10). It would 
have been obvious to one having ordinary skill in the art at the time of the invention to 
modify the above claim to add wherein said checking means checks if data becomes 
fraudulent due to tampering of data in order to fulfill distinct business services through 
well-defined interfaces. 

32. As per claim 30, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12, 15, 26, and 29 above but fail to teach wherein when 
said checking means determines that the data becomes fraudulent due to tampering of 
data, said checking means sends a message indicating this to a client terminal that 
issued the storage request of the data. Bowman-Amuah however teaches wherein 
when said checking means determines that the data becomes fraudulent due to 
tampering of data, said checking means sends a message indicating this to a client 
terminal that issued the storage request of the data (column 128, line 62-column 129, 
line 10). It would have been obvious to one having ordinary skill in the art at the time of 
the invention to modify the above claim to add wherein when said checking means 
determines that the data becomes fraudulent due to tampering of data, said checking 
means sends a message indicating this to a client terminal that issued the storage 
request of the data in order to fulfill distinct business services through well-defined 
interfaces. 
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33. As per claim 31 , Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims 12 and 15 above but fail to teach authentication means 
for authenticating if the user who issued the storage request js a member who 
subscribes to the service, and accepts only the storage request from the user 
authenticated by said authentication means. Bowman-Amuah however teaches 
authentication means for authenticating if the user who issued the storage request is a 
member who subscribes to the service, and accepts only the storage request from the 
user authenticated by said authentication means (column 79, lines 4-13). It would have 
been obvious to one having ordinary skill in the art at the time of the invention to modify 
the above claim to add authentication means for authenticating if the user who issued 
the storage request is a member who subscribes to the service, and accepts only the 
storage request from the user authenticated by said authentication means in order to 
prevent unauthorized interception of data. 

34. As per claim 32, Beeler, Jr., Petersen, Staheli et al., and Byrd et al. teach the 
mentioned limitations of claims, 12 and 15 above but fail to teach authentication means 
for checking authenticity of the data server selected by said select means, and said 
sending means sends data in only the data servers authenticated by said authentication 
means. Bowman-Amuah however teaches authentication means for checking 
authenticity of the data server selected by said select means, and said sending means 
sends data in only the data servers authenticated by said authentication means (column 
81, lines 47-67). It would have been obvious to one having ordinary skill in the art at the 
time of the invention to modify the above claim to add authentication means for 
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checking authenticity of the data server selected by said select means, and said 
sending means sends data in only the data servers authenticated by said authentication 
means in order to verify network access requests by validating that users are who they 
claim to be. 

35. Claims 10 and 12-14, 38, 61 , and 84 have similar limitations as to claims 1 , 4-9, 
15, 17-19, 22-24, 26-35 above; therefore, they are being rejected under the same 
rationale. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within- 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ranodhi Serrao whose telephone number is (571)272- 
7967. The examiner can normally be reached on 8:00-4:30pm, M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on (571)272-3880. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




